IamsaTka Aas 00y4arOIHUXCSA
00 nHpopMaALIMOHHO 0e30IaACHOCTH

C KaXIIbIM T0JIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIIKOJIBHUKU OJTHU U3
CaMbIX AKTUBHBIX ITOJb30BaTenel PyHera. Mexay TeM, MOMHMO OrPOMHOIO KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET W MpoOJeMbl. DTa MaMsITKa JODKHA MTOMOYb TeOe 0e30IacHo
HaXOJUTHCS B CETH.

Komnviomepnvie eupycoi

KoMmnbrloTepHslii  BUPYC — 3TO  Pa3HOBMJIHOCTb  KOMIIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTEIILHOW OCOOCHHOCTBIO KOTOPOW SIBJISIETCS CIHOCOOHOCTh K pa3MHOXKeHHuio. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WM TOJTHOCTBIO YHUYTOXUTH Bce (ailiibl u
JaHHbIE, MOJKOHTPOJbHBIC MOJIb30BATENII0, OT UMEHH KOTOPOro Oblia 3amylleHa 3apaxEHHas
IporpaMma, a TakKe MOBPEAUTh WM AK€ YHUUYTOXHUTH OIEPALMOHHYIO CHUCTEMY CO BCEMH
daitnamu B 11enoM. B 601bIIMHCTBE Clly4aeB pacipOCTPaHSAIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTobl 3a1IUTEl OT BPEJOHOCHBIX IIPOTpaMM:

1. Hcnonb3yii cOBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOLUE CEPbE3HBI YPOBEHD
3aLUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocrostHHO ycTaHaBnMBail mauTH (IU(POBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C ILI€JIbI0 JOPAOTKH MPOrpamMMbl) U Jpyrue OOHOBJIEHMS CBOEH
OTIepaIMOHHOM cucTeMbl. CKauMBail X TOJBKO ¢ OQHUIIMAILHOTO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT peKUM aBTOMAaTHYE€CKOTO OOHOBIIEHUS, BKIIIOYH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEpE MO TPaBaMU IOJIb30BATENS, @ HE aJMHHUACTPATOPA.
OTO HE MO3BOJUT OOJBLUIMHCTBY BPEAOHOCHBIX IMPOrpaMM HHCTAJIIMPOBATHCS Ha
TBOEM MEPCOHAIILHOM KOMITbIOTEPE;

4. Hcnonb3yil aHTUBUPYCHBIE MPOTPAaMMHBIE MTPOAYKTHI M3BECTHBIX MPOU3BOIUTENCH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb pU3MUECKUIl JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHHUX JIUIL;

6. Hcnonp3yii BHEIIHME HOCUTENN HH(DOpMAINK, Takue Kak (hiemka, TMcK win (air u3
UHTEPHETA, TOJIBKO U3 MPO(EepeHHBIX HCTOUHUKOB;

7. He oTkppiBail KOMIbIOTEpHbIE (ailyibl, TOJy4YEHHbIE U3 HEHAAEXKHBIX HMCTOYHUKOB.
Haxe T1e ailnbl, KOTOpple HpUCIad TBOM 3HaKOMbIH. Jlydmie yTrouHu y Hero,
OTIIPaBJISsUI JIU OH Te0e MX.

o

Cemu WI-FI

Wi-Fi - 370 He BU/ Mepeaun JaHHBIX, HE TEXHOJOTHSI, a BCETo JIMIIL OpeH 1, Mapka. Ere
B 1991 rony Huzaepnanjackas kommanus 3apeructpuponana opena «WECA», uro o6o3Hauao
cinoBocovetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTHY.

Jlo Hamiero BpeMEeHM JolIa JApyras aOOpeBuaTypa, KoTopas SBISETCS TaKOH XKe
TexHosoruei. 9to abopeBuarypa «Wi-Fiy». Takoe Ha3BaHue ObUIO 1aHO ¢ HAMEKOM Ha CTaHJAapT
BbICIINH 3BYKOBOM TexHuKH Hi-Fi, uTo B mepeBosie 03HaUaeT «BbICOKAsI TOUHOCTHY.

Jla, OGecriaTHBIA MHTEPHET-IOCTYN B Kade, OTesIX U a’3poropTax SBISETCS OTIUYHON
BO3MOXKHOCTBIO BbIX0/1a B MHTepHET. HoO MHOTHE 3KCHepThl CUUTAIOT, YTO 00mIeaA0CTyHbIE Wi-

Fi cetn He aBiasroTcst O€30MaCHBIMU.

CoBeTbl 110 Oe30macHOCTH paboTe B 001IeA0CTymHbIX ceTsix Wi-fi:
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He mepenaBaii cBoro juuHyro uHpopMmaiuio yepe3 oduienoctymnubie Wi-Fi ceru.
PaGotas B HuX, XenaTreabHO HE BBOJAWUTH MApOJU JOCTYIA, JIOTUHBI U KaKHUE-TO
HOMEPA;

Hcnonb3yit 1 OOHOBISNH aHTHUBUPYCHBIE MPOTpaMMBbl U OpaHamayep. Tem cambIM Thl
obe3omacuib ceds OT 3aKaYKu BUPYyca Ha TBOE YCTPOMCTBO;

IIpu ucnonp3zoBanuu Wi-Fi otkimoun ¢yHkmuio «OO0mui goctyn k daiiaam u
npuntepam». JlanHas (QyHKIOUS 3aKppiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIE
I0JIb30BATEIN AKTUBUPYIOT €€ JUIsl yA00CTBa UCIIONIB30BaHUS B paboTe win yueoe;

He ucnone3yit myGmuunsiii WI-FI nns mepenaun Au4YHBIX JaHHBIX, HAIIPUMEpP JUISA
BBIXOJIa B COIIMAJIbHBIE CETU WM B AJIEKTPOHHYIO MOUTY;

Nnonp3yit Tonpko 3amuiueHHoe coeauHenue uyepe3 HTTPS, a ne HTTP, t.e. npu
Habope BeO-aapeca BBOAM HMEHHO «https://»;

B wmoOunbHoM Tenepone otkmoun QyHkuuto  «[lomkirouenne k- Wi-Fi
aBTOMaTuyecku». He momyckail aBTOMaTH4ECKOI0 MOAKIIOUEHHUSI yCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/;I/ICZJZbele cemu

CoumanbHble CEeTH aKTHBHO BXOJST B HAlly JKU3Hb, MHOTHE JIIOJU PaOOTAIOT U JKUBYT
TaM IMOCTOSIHHO, a B Facebook y»xke 3apeructpupoBaH MUIUIMAP] YEJIOBEK, UYTO SABISETCS OJIHOU
CeIbMOI BCeX JKMTeNeH TuraHeTsl. MHOTHE TOJb30BaTENM HE NMOHUMAIOT, YTO WH(OpMAaLus,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HalJIleHa U MCIIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ OJ1aruMy HaMEPEHHUSIMHU.

OcCHOBHBIE COBETHI IO 0€30IaCHOCTH B COIMAJIBHBIX CCTAX!:

1.

2.

Orpanuub CHOUCOK Jpy3eid. Y TeOs B ApPY3bAX HE JODKHO OBbITh CIy4YallHBIX W
HE3HAKOMBIX JIFOJICH;

3amuimiail cBO 4YacTHYIO kH3Hb. He ykaspiBail maponu, TenedoHsbl, aapeca, naTy
TBOETO POXICHUS M APYTyIO JUYHYIO HH(pOpManuio. 3I0yMBINIUICHHUKA MOTYT
UCIONIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMUTENH IUIAHHPYETE
MPOBECTH KAHUKYJIbI;

3amuiiaii CBOI penyTaiuio - Iep>KU €€ B UNCTOTE U 3a/1aBaii ce0e BOMPOC: XOTeEN Obl
TBI, YTOOBI JAPYTrHe MOJIH30BATEIN BUJIETH, YTO ThI 3arpyxaemsb? [logymai, npexmiae
9YeM YTO-TO OMYyOJIMKOBATh, HAMTUCATh U 3arPYy3HTh;

Ecau TeI TOBOpHIIB € JIIOJIBMH, KOTOPHIX HE 3HACIb, HE MCIOJIb3yl CBOE PeaIbHOE
UMs U JIpYTYI0 JUYHYI0 WHGOpMAIMU: HMs, MECTO XHUTEIbCTBA, MECTO Y4eObl U
npouee;

N30beraii pazmemienus ¢otorpaduii B IHTepHETE, T1e ThI N300paXKeH Ha MECTHOCTH,
10 KOTOPOI MOKHO OTIPEIETUTh TBOE MECTOIOIO0KEHNUE;

[Tpu peructparuu B CONMATBLHON CETH HEOOXOIUMO HCIOIH30BaTh CIOKHBIE TTAPOIIH,
cocrosre u3 OyKB ¥ UQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE §;

JlJis conManbHOM CeTH, MOUTHI U APYTUX CAaHTOB HEOOXOJMMO HCIIOJIB30BaTh Pa3HbIC
naposii. Toraa ecnu Te0s1 B37IOMAIOT, TO 3JIOYMBIITUICHHUKY TOJIYYaT JOCTYI TOJBKO
K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

OnexmponHvle OeHbeu

3J'ICKTpOHHBIe JCHBI'H — 3TO OYCHb y,Z[O6HBII>'I CII0c00 HJ'IaTe)Keﬁ, OIHAaKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT IHOJYUYUTH OTU ACHBI'U.

SHGKTPOHHBIG JCHBI' IIOABHJIMCH COBCEM HC€IaBHO W HMMCHHO H3-3a 3TOIO BO MHOTHX
rocyaapCTBax A0 CHUX ITOP HE NPOMNHCAHO IIPO HUX B 3aKOHAX.
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B Poccumn xe oHM (QYHKUMOHMPYIOT M O HHMX YyX€ MPOMHCAHO B 3aKOHE, TAe HX
pa3lensioT Ha HECKOJIbKO BHJIOB — AaHOHMMHBIE M HE aHOHMMHbIC. Pa3Huiia B TOM, 4TO
AQHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcss MPOBOAWUTH Omepauuu 0e3 HAeHTU(PHUKAIIH
MOJIL30BAaTENs, @ B HEAHOHUMHBIX WACHTU(DHUKAIINH ITOJIB30BATENIS SBISICTCS 00s13aTEIIBHOM.

Taxoke cnenyer pa3nuyaTh AJIEKTPOHHBIE (DUATHBIC JEHBIM (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbBIE HEHUATHBIE IEHBI'H (HE paBHBI TOCYJApPCTBEHHBIM BAJIIOTaM).

OcHOBHbIE COBETHI 110 0€3011aCHOM paboTe ¢ 3JIEKTPOHHBIMU JIEHbIaMHU:

1. TlpuBsku K c4eTy MOOHIBHBINA TesneoH. DTO caMblii YAOOHBIH M OBICTPBIN crOCO0
BOCCTAHOBUTB JOCTYH K cueTy. IIpuBs3aHHBIA TenedoH MOMOXKET, eciau 3alyelb
CBOU IUIATEKHBIN MapoJib WK 3aiJEIb HA CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Hcnonw3yit ogHopa3zoBble mapoiu. [locie mepexoja Ha YCHIIEHHYIO aBTOPH3AlLMIO
Tebe yxe He OyeT yrpokaTh OIacCHOCTh KPayku MITH MepexBaTa IJIaTeKHOTO Iapois;

3. Boibepu cnoxublii maposib. IIpecTynmHukam OyAeT He MPOCTO yrajarh CIOXKHBIN
napoib. HaznexHsle mapoiam — 3To Mapoiiu, KOTOPbIE COIEPKAT HE MEHEee 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHbIE U MPONUCHbIE OYKBBI, IU(PBI U HECKOIBKO CUMBOJIOB,
TaKWe KaK 3HaK J1ojuiapa, pyHTa, BOCKIHMIATEeIbHbIH 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSEIb.

9ﬂ€Kmp0HHaﬂ noima

DJNEeKTPOHHAs M0YTa — 3TO TEXHOJIOTHUS U MIPEJOCTAaBIIIEMbIE €10 YCIIYTH 0 NIEPECHIIKE U
MOJIyUYEHUIO AJIEKTPOHHBIX COOOIIEHMM, KOTOpBIE pACIpEAesiioTCS B KOMIIBIOTEPHOW CETH.
OOBbIYHO ~ DJIEKTPOHHBIM  IMOYTOBBIM  SIMMK  BBIVIAOUT  CIHEAYIOUIMM  00paszoMm:
UMs_TIOJIb30BATEII(@UMSI_JOoMeHa. Takke KpoMme TMepeadyd MpoCTOrO TEKCTa, HMEETCs
BO3MOXKHOCTb IepeiaBaTh (panbl.

OcHOBHBIE COBETHI M0 Oe30MacHoil paboTe ¢ 3IEKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh mpaBUIIBHBIN NOYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBII BHIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO Jy4Ile JOBEPSTh TEM, KOIO 3HAaellb U KTO
IIEPBBII B PEUTHHTE;

2. He ykaspiBaii B TU4HOM moure auuHyro uHpopMmanuio. Hampumep, nyuie BbIOpaTh
«MY3BIKATBHBIA _(haHaT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYX3TaHYO aBTOPU3AIHIO. DTO KOTI/Ia TOMUMO MapoJisi HY’KHO BBOJHTH
KOJI, IpHUChIIaeMbIil o SMS;

4. BoiOepu cioxHbBIM maposb. [ KakAOro MOYTOBOIO SIMKA JOJKEH OBITh CBOM
HAJIeKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOXHOCTh HamKMcaTh CaMOMY CBOHM JIMYHBIM BOMNPOC, MCIOJIB3YH 3TY
BO3MOKHOCTB;

6. Hcnonp3yll HECKOJBKO MOYTOBBIX SIIUKOB. IIepBbIi 111 YacTHON MEpernucKku c
ajgpecaraMM, KOTOPBIM Tbl JOBEpsElIb. JTO JJIEKTPOHHBIA aapec He HaJo
WCIOJIb30BATh MPU PETUCTPALIUH HA GOpyMax U calTax;

7. He otkpbiBail ¢ailbl U Apyrue BIOXKEHHS B MHUCbMaxX Jake €CIM OHM MPHUILIH OT
TBOMX Jipy3ei. JIyullie yTouHH y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (ailibl;

8. Ilocnme okoH4aHusi pabOTHI HAa IOYTOBOM CEPBHCE MEpe]] 3aKPBITHEM BKIAJKH C
caiiToM He 3a0yab HaKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbCcmeo

KubepOymauar — mpeciegoBaHuE COOOIICHUSMH, COJEP)KAIMUMH  OCKOPOJICHHSI,
arpeccuio, 3alyTruBaHUe; XYIUTAHCTBO; COIUAIBHOE OOMKOTHPOBAHHME C TIOMOIIBIO PA3THYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0PLOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60#. JIyummii croco0: mOCOBETOBAThCS Kak ceOs BECTH M, €CIIM HET

TOTO, K KOMY MOKHO OOpaTUThCS, TO BHayalle yCIOKOUThCS. Eciau Thl HauyHelIb

OTBEUYaTh OCKOPOJCHHUSAMH Ha OCKOPOJICHUS, TO TOJIBKO €Il OOJBIINE Pa30iKKeIlb

KOH(JIUKT;

VYnpasisii cBoeii kubeppernyTanuei;

3. AHOHUMHOCTh B ceTh MHHMMAas. CylIEeCTBYIOT CIOCOObI BBISICHUTH, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BeCcTH XyIUTaHCKHUI 00pa3 BUPTYyalnbHOMU Xu3HU. UHTEpHET PUKCHUpYET Bce

TBOM JICUCTBUS U COXPAHSCT UX. Y JAIUTh UX OYyJET KpallHe 3aTPYAHUTEILHO;

Cobmroait CBOM BUPTYaJbHYIO YECTh CMOJIOAY;

6. Urnopupyidi enuHWYHBIM HeraTuB. OIHOPA30BBIE OCKOPOUTEIBHBIC COOOIICHUS
myyiie urHopupoBaTh. OOBIUHO arpeccus MpeKpallaeTcs Ha Ha4albHOM CTauu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMU, B COLIMATIBHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKMPOBKH OTIPABKU COOOIIEHUI C OMpeesieHHbIX
a/1pecoB;

8. Ecmm T1b1 cBunmerens kubepOymnunra. TBou JeicTBHs: BBICTYNIUTH POTHB
IpecieaoBareisi, NoKa3aTh €My, YTO €ro JeHCTBUS OLEHUBAIOTCA HETaTUBHO,
MOAJEPKAaTh KEPTBY, KOTOPOM HYXKHA IICHXOJIOTUYECKAash IOMOIb, COOOIIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO IMOBEJCHUS B CETH.

N

o

Mobunvueiit meneghon

CoBpeMeHHbIe CcMapT(hOHBI W IUIAHIIETHl COAEpXKAaT B ceOe BIIOJIHE B3POCHBIN
GbyHKIIMOHA, W Temeph OHU MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMH KOMITBIOTEPAMH.
OnHako, CpeaCTB 3aIUTHI I TOJ00HBIX YCTPOMCTB MOKa OY€Hb Majio. TeCTUpOBaHHE U MOUCK
YS3BUMOCTEM B HUX MPOMCXOAUT HE TaKk MHTeHCHBHO, Kak misa [IK, To xe camoe kacaerca u
MOOMIIBHBIX MPUITOKECHHIM.

COBpCMeHHI)IG MOOMJILHBIE 6pay3€p1>1 YK€ MPAKTUYUCCKH JOTHAJIIM HACTOJIbHBIC aHaJIOr'u,
OHAKO pacHIupCHUC (bYHKI_[I/IOHaJ'Ia BIIEUET 3a CO0OH 6OJ'IBIJ_IYIO CJIO)KHOCTb M MCHBIIYIO
3alUMIICHHOCTD.

Hanexo HC BCC MPOU3BOAUTCIIU BBIITYCKAIOT 06HOBJ’I€HI/I${, 3aKpBIBAIOIIUE KPUTUUCCKHUE
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /7151 0€30MaCHOCTH MOOHMIIBHOTO TenedoHa:

1. Huuero He sBNsieTCS MO-HAcToOsIIEMY OeclaTHBIM. byab ocTopokeH, Belb Korjaa
Tebe mpesaraloT OecIUlaTHBI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKue-TO
IJIaTHBIE YCIIYTH;

2. Jlymaii, npexze yem otnpaButb SMS, ¢oto mnu Buneo. Thl TOUHO 3HAEIIb, TJI€ OHU

OyayT B KOHEUHOM HTOTE?

Heo6x011Mo 00HOBIIATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Vcnonb3yil aHTUBHPYCHBIE IPOTPaMMBbI J1J1si MOOUJIbHBIX TeNle()OHOB;

w
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5. He 3arpyxaii npuioKeHusi OT HEU3BECTHOTO UCTOYHUKA, BEllb OHU MOTYT COZICPkKATh
BPEIOHOCHOE MPOTrpaMMHOE 00eCIIeUeHUE;

6. Ilocne Toro kaxk Thl BBIHCIIL C CailiTa, IJle BBOAWI JHYHYIO WH(POPMALHIO, 3alH B

HaCTpPOMKHU Opay3epa u ynanu cookies;

[Teproandecku MpoBepsiii Kakue IIaTHBIC YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMep MOOWJIBHOrO TeiaedoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomkeH OBbITh BBIKJIIOYEH, KOTZIa Thl MM HE MOJb3yenibcs. He 3a0ObiBait
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

COBpeMeHHBIe OHJIElfIH-PII‘pBI — OTO KpaCOYHBIC, 3axXBaTbIBAOIIMUC Pa3BJICUCHUAA,
06’LeI[I/IH${I-OIHI/Ie COTHH ThICAY YCJIIOBCK II0O BCEMY MHPY. I/IrpOKI/I HCCIICAYIOT I[aHHBIﬁ UM MHD,
06H_[aIOTCSI ApPYyTr € APYroM, BBIIIOJHAIOT 3aJdaHUA, CPAKAOTCA C MOHCTPAMHU U ITOJIYYAIOT OIIBIT.
3a YAOBOJIbCTBHUEC OHH IUIATAT: IMOKYHIAOT AUCK, OIUIAYUBAIOT a0OHEMEHT WU HpI/IO6peTaIOT
KaKue-TO OIIIIMH.

Bce atm cpexcrtBa MayT Ha INOJACpKAHUME M pa3BUTHUE WIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPILEHCTBYIOTCSI CHCTEMBbl aBTOPU3AlLlMM, BBITYCKAIOTCS HOBBIC MAT4U
(unpoBbIe 3aIUIATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTouT OIacaTtbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXu
TBOCTO I1apO0JIsd, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3alIUN OOJILIINHCTBA urp.

OcCHOBHbBIE COBETHI 10 0€30MaCHOCTH TBOETO UTPOBOT'O AKKAYHTA:

1. Ecnu npyroit urpok BeaeT cedst IIoXo WiK co3AaeT Tede HENPHUATHOCTH, 3a0JIOKHPYH
€ro B CIIUCKE UTPOKOB;

[Toxamy¥icds aIMMHHCTpAaTOpaM WIPbl Ha IIOXOE€ IIOBEJIEHUE JOTOr0 HIPOKa,
JKEJIaTEIbHO IPUIIOKUTDH KAKHE-TO JOKA3aTelNbCTBA B BUJIE CKPUHOB;

He ykaspiBail muunyto nHpopMaluio B mpodaiine urpsl;

VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHbIe TATYH U MO/IBI,

Hcrnons3yi ClI0XKHBIE U pa3HbIE NTAPOIIU;

Jlaxxe BO BpeMsI UIPbl HE CTOWUT OTKJIIOYATh aHTUBHpYC. [Ioka ThI mrpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3UTh.

N

Nookw

Duune unu Kpaosica Tu4Hblx OaHHbBIX

OObI4HOM Kpaxceﬁ ACHECI U NOKYMCHTOB CCETOJAHS YK€ HHUKOIO HE y'):[I/IBI/IfH_IB, HO C
pasBUTHEM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TIEPEMCCTUIINCE B HHTCPHET, U
MpoaOJIKAKOT 3aHUMATHCA «THOOMMBIM» JACIIOM.

Tak mosiBUIIach HOBask yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAs ILIEJb
KOTOPOTO COCTOMT B TIOJIYYE€HUH KOH(MUICHIIMAIBHBIX JaHHBIX IOJIb30BATENed — JIOTHHOB U
naposieii. Ha anrnuiickom si3bike phishing unraercs kak ¢umunr (ot fishing — priGHas noBis,
password — mapouis).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnemm 3a cBouMm akkayHTOM. Ecimu Thl mojmo3peBaellb, YTO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATh €€ U COOOLIUTh aJMHUHUCTPATOpaM
pecypca 00 3TOM KaK MOKHO CKOPEE;
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2. HWcmonp3yii Oe3omacHble BeO-CATBHI, B TOM YHCIE, WHTEPHET-MarasmHoB U
MIOUCKOBBIX CUCTEM;

3. Hcnonp3yii cioxkHbIE M pa3HbIe Mapoid. Takum o0pas3om, eciau TeOs B3JIIOMAIOT, TO
3JI0YMBIIIJICHHUKH T10JIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B371OMaIM, TO HEOOXOAMMO MpPEIyNpeIuTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE JJ00aBlIeHbl Y T€0s B APY3bsiX, O TOM, YTO TeOs B3JIOMAIU M, BO3MOXHO, OT

TBOET0 UMEHM OYZET PacchlaaThCs CIaM U CChUIKM Ha (PUIMHIOBBIE CATHI;

YcranoBu HagexHbii mapois (PIN) Ha MoOMIbHEIH TenedoH;

OTkIr0uy coXpaHeHue naposs B 6paysepe;

7. He oTkpeiBail (ailnbl U Ipyrue BIOKEHUS B MUCbMax MakKe€ €CIM OHU MPUILIH OT
TBOMX Jpy3el. JIyullie yrouHu y HUX, OTIIPABIISIN JIM OHU TeOe 3TU (ailiibl.

oo

Lugposas penymayus

[Mudposas pemyranus - 3TO HEraTUBHAs WM MO3UTHBHAsA MH(popMalus B ceTu o Tede.
Komnpomerupytonass uHpopmanus pa3smellleHHass B UHTEPHETE MOXET CEpbE3HbIM 00pa3oM
OTpa3suTbcs Ha TBOEW peanbHOH xu3HU. «LludpoBas penyranus» - 3T0 TBOH UMUK, KOTOPBIH
dopMmupyercs u3 uHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo XHUTeNbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHHE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCTKU JErKOMBICIEHHO OTHOCATCA K IMyOJIMKAlUKU JTUYHON HHpOpMAIUK B
WNuTtepHere, HE TOHUMAs BOBMOXKHBIX MOCIEACTBUM. Thl ake HE CMOXKEIIb JI0TalaTbCsl O TOM,
yto dotorpadus, pa3mellieHHas 5 JeT Ha3a/l, cTaja MPUYNHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTtapuun, pasMmemenue TBoux ¢ororpaduit u apyrue JeicTBHS MOTYT He
WCYE3HYTh JaXe IIOCJIIe TOro, Kak Thl MX YyJaldulllb. [bl HE 3HAellb, KTO COXPAHWI 3Ty
UH(OpMalIKIO, TIoTNana M OHA B MOMCKOBBIE CUCTEMbI M COXpaHMJIACh JIM OHA, a TJaBHOE: 4TO
NOyMalOT 0 TeOe OKpYXKarollee JII0AU, KOTOpble HaayT U yBUAAT 3T0. Halitu nHdopmanmio
MHOT'O JIET CHYCTSI CMOXeT Jr00i — Kak M3 J0OphIX MOOYXIEHHH, Tak U C HaMepeHHeM
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTALNH:

1. Tlomymaii, mpexae 4eM 4YTO-TO MyOJWMKOBaTh M MepeaaBaTh y ceOs B Oyiore WiH B
COITMAJIHOM CETH;

2. B mHactpoiikax mpoduis yCTaHOBU OTpaHUYEHHUsI Ha TPOCMOTP TBOETO MPODUIS U ero
COAEPKUMOTO, CAETAl €ro TOJBKO IS IPYy3ei»;

3. He pasmemaii u He yka3biBail nHOpMaIIHIO, KOTOPasi MOKET KOTr0-TMO0 OCKOPOIATh
WU OOMXKATh.

Aemopckoe npago

CoBpeMeHHbIE IKOJbHUKH— aKTHBHBIE TIOJIb30BATENM IU(POBOTO MPOCTPAHCTBA.
OpnHako najexo He BCE 3HAIOT, YTO MOJIh30BAHHE MHOTHMH BO3MOKHOCTSIMH ITU(GPOBOTO MHUpa
TpeOyeT coOJI0IeHNsI PAaB HA MHTEIJIEKTYaATbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTbY» OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300peTeHUil U 3HaKOB, 0003HAYAIOLINX COOCTBEHHOCTD
Ha TMPOJIYKTHl M YCIAyTH , W 3aKaHuMBas KHUramu, ¢oTorpadusimMu, KUHOPHIBMaMU H
MY3bIKAJIbHBIMU [TPOU3BEICHUAMM.
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ABTOpCKHE IpaBa — 3TO MpaBa Ha WHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEACHUS
HayKH, JIMTEPATYPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BbICTYIAIOT B KAUE€CTBE rapaHTUU TOTO, YTO
MHTEJJICKTYaJIbHBII/TBOPUECKUNA TPYA aBTOpa He OyneT HampacHbBIM, AACT €My CIIpPaBeIIUBbIC
BO3MOXKHOCTH 3apabo0TaTh Ha pe3ysibTaTax CBOETO TPYAA, MOIYYUTh U3BECTHOCTh M MPU3HAHHE.
Huxkro 0e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOIUTE €TI0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAaBaTh, HWMIOPTHPOBATH, IyCKaTb B TMPOKAT, IYOJUYHO
UCIIOJIHSATH, IOKA3bIBATh/UCIIONHATH B 2dupe Wi pa3Meniath B UHTepHere.

Hcnonb30BaHue «[MpaTCKOro» MporpaMMHOro 00ecreueHust MOXKeT IPUBECTH K MHOTHM
pUCKaM: OT IOTEPU JAHHBIX K TBOMM AaKKayHTaM J0 OJIOKHPOBKM TBOErO YCTpPOICTBa, IIe
YCTAQHOBJICHHBII He JlerajgbHas mnporpamma. He crour Ttakke 3a0blBaTh, UYTO CYILECTBYET
JerayibHbIe ¥ OeCIIaTHBIE TPOrPaMMBbl, KOTOPhIE MOXXHO HAWTH B CETH.

O nopmane

CereBn4oK.p) — TBOH TJIABHBI COBETYMK B CETH. 3/1eCh Thl MOXEIIb Yy3HATh O
0€30IaCHOCTH B CETH TOHSATHBIM U JIOCTYITHBIM SI3bIKOM, & MPH BO3HHUKHOBEHHH KPHTHYECKOM
CUTyalluu OOpaTHTBCS 32 COBETOM. A Tak)Ke NPHHSATH y4acTHE B KOHKYPCax M CTaTh CaMbIM

U(POBBIM TpakIaHUHOM !

https://ceTeBuuok.pd/
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